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GetHashCode() method in
System.Security.Cryptography.Rfc2898DeriveBytes not produce the

same hash code as the text of the password? I was reading through this
and in the CryptoStreamReciever we see: // create a new password

hasher. Rfc2898DeriveBytes password = new
Rfc2898DeriveBytes(passwordToObtain, new byte[32]); then later we
do this: stream.Seek(0, SeekOrigin.Begin); I have a few questions. The

documentation says that the password parameter may only be 10
characters in length. Then why does the hash code for the password

retrieved here be shorter than what is used in the original function call?
Rfc2898DeriveBytes password = new

Rfc2898DeriveBytes(passwordToObtain, new byte[32]); Why is the
value I am deriving a hasher the value of an SHA-512 based hash and
not a HMAC hash? The documentation says it is 8 bytes long, but when
I view the bytes it is 32 bytes long? Why are the bytes for this hasher

not exactly 16 bytes long like the original hasher given to the
constructor? The encryption class used appears to be

RijndaelEncryption which is a block cipher not a HMAC. Here is how I
decrypted: // cipher = 8192 bytes // hexa decoder = 4096 bytes byte[]
cipher = Decrypt(cipher, new byte[4096]); And in the Decrypt method:

public byte[] Decrypt(byte[] cipher, byte[] keyBytes) { if (cipher ==
null) throw new ArgumentNullException(nameof(cipher)); if (keyBytes

== null) throw new ArgumentNullException(nameof(keyBytes)); //
Setup the RijndaelManaged object using (var rijAlgorithm = new

RijndaelManaged()) { rijAl
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